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 CalOptima Health, A Public Agency

Notice of Privacy Practices
Effective: April 14, 2003 | Updated:  August 22, 2024

CalOptima Health offers you access to health care through the Medicare or Medi-Cal program. 
We are required by state and federal law to protect your health information. After you become 
eligible and enroll in our health plan, Medicare or Medi-Cal sends your information to us. We also 
get medical information from your doctors, clinics, labs and hospitals to approve and pay for 
your health care.

This notice explains how medical information about you may be used and shared and how you 
can get access to this information. Please review it carefully.

Your rights
When it comes to your health information, you have certain rights.

This section explains your rights and some of our responsibilities to help you.

How we protect your 
information

• We have controls in place for physical and electronic access 
to your information, which includes race, ethnicity, language, 
gender identity and sexual orientation.  

• Our policies and procedures outline what is allowed and what 
is not allowed when using your personal health information, 
including race, ethnicity, language, gender identity and sexual 
orientation.

• Electronic access may include media formats, devices and 
hardware, and data storage.

• We do not discriminate against members based on any 
sensitive information.
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Get a copy of your 
health and claims 
records

• You can ask to see or get a copy of your health and claims 
records and other health information we have about you. You 
must make this request in writing. You will be sent a form to 
fill out and we may charge a fair fee for the costs of copying 
and mailing records. You must provide a valid form of ID to 
view or get a copy of your health records.

• We will provide a copy or a summary of your health and claims 
records, usually within 30 days of your request.

• We may keep you from seeing certain parts of your records 
for reasons allowed by law.

• CalOptima Health does not have complete copies of your 
medical records. If you want to look at, get a copy of or 
change your medical records, please contact your doctor or 
clinic.

Ask us to correct health 
and claims records

• You have the right to send a written request to ask that 
information in your records be changed if it is not correct or 
complete. You must make your request in writing.

• We may refuse your request if the information is not created 
or kept by CalOptima Health, or if we believe it is correct and 
complete, but we will tell you why in writing within 60 days.

• If we don’t make the changes you asked for, you may ask us to 
review our decision. You may also send a statement saying why 
you disagree with our records, and your statement will be kept 
with your records.

Request confidential 
communications

• You can ask us to contact you by your preferred method of 
contact (for example, home or work phone) or to send mail to a 
different address.

• We will consider all fair requests. We must say “yes” if you tell us 
you would be in danger if we do not.

Ask us to limit what we 
use or share

• You can ask us not to use or share certain health information for 
treatment, payment or our operations.

• We are not required to agree to your request, and we may say 
“no” if it would affect your care.
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Get a list of those 
with whom we shared 
information

• You can ask for a list of the times we shared your health 
information during the past 6 years before the date you asked.

• You have the right to request a list of what information was 
shared, who it was shared with, when it was shared and why.

• We will include all disclosures, except for those about your 
treatment, payment, and health care operations, and certain 
other disclosures (such as any you asked us to make).

Get a copy of this 
privacy notice

• You can ask for a paper copy of this notice at any time, even if you 
have agreed to accept the notice electronically. We will offer you a 
paper copy in good time.

• You can also find this notice on our website at 
www.caloptimahealth.org.

Choose someone to act 
for you

• If you have given someone medical power of attorney or if 
someone is your legal guardian, that person can use your rights 
and make choices about your health information.

• We will make sure the person has this authority and can act for 
you before we take any action.

File a complaint if you 
feel your rights are 
violated

• If you feel we have violated your rights, you can complain by 
contacting us using the information in this notice.

• We will not retaliate against you for filing a complaint.

Use a self-pay 
restriction

• If you pay the whole bill for a service, you can ask your doctor not 
to share the information about that service with us. If you or your 
provider submits a claim to CalOptima Health, we do not have to 
agree to a restriction. If a law requires the disclosure, CalOptima 
Health does not have to agree to your restriction.

For certain health information, you can tell us your choices about what we share.
If you have a preference for how we share your information in the situations below, please 
contact us. In most cases, if we use or share your Protected Health Information (PHI) outside of 
treatment, payment or operations, we must get your written permission first. If you give us your 
permission, you may take it back in writing at any time. We cannot take back what we used or 
shared when we had your written permission, but we will stop using or sharing your PHI in the 
future.

http://www.caloptimahealth.org
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In these cases, you 
have both the right and 
choice to tell us to:

• Share information with your family, close friends or others 
involved in payment for your care

• Share information in a disaster-relief situation

In these cases, we never 
share your information 
unless you give us 
written permission:

• Substance use disorder (SUD) information: We must obtain your 
authorization for any use or disclosure of SUD information.

• Psychotherapy notes: We must obtain your authorization for any 
use or disclosure of psychotherapy notes, except to carry out 
certain treatment, payment or health care operations.

• Your race, ethnicity, language, gender identity and sexual 
orientation information, except to carry out treatment, payment 
or health care operations.

• Your race, ethnicity, language, gender identity and sexual 
orientation information for underwriting, denial of services and 
coverage, or for benefit determinations.

• Marketing purposes.

• Sale of your information

Our responsibilities
•	 We are required by law to maintain the privacy and security of your PHI.
•	 We will let you know promptly if a breach occurs that may have compromised the privacy 

or security of your information.
•	 We must follow the duties and privacy practices described in this notice and give you a  

copy of it.
•	 We will not use or share your information other than as described here unless you tell 

us we can in writing. If you tell us we can, you may change your mind at any time. Let us 
know in writing if you change your mind.

Our uses and disclosures
Your information may be used or shared by CalOptima Health only for treatment, payment, and 
health care operations related to the Medicare or Medi-Cal program in which you are enrolled. 
We may use and share your information in health information exchanges with providers involved 
in the care you receive. The information we use and share includes, but is not limited to:

•	 Your name
•	 Address
•	 History of care and treatment given to you 
•	 Cost or payment for care
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Some examples of how we share your information with those involved with your care:

Help manage the health 
care treatment you 
receive

• We can use your health 
information and share it 
with professionals who 
are treating you. This may 
include your race, ethnicity, 
language, gender identity 
and sexual orientation to 
provide services best suited 
for your needs.

Example: A doctor sends us 
information about your diagnosis 
and treatment plan so we can 
arrange additional services. We 
will share this information with 
doctors, hospitals and others to 
get you the care you need.

Run our organization 
(health care operations)

• We can use and share your 
information to run our 
organization and contact you 
when necessary.

• We are not allowed to use 
genetic information to 
decide whether we will 
give you coverage and the 
price of that coverage.

Example: We use your health 
information to develop better 
services for you, which may 
include reviewing the quality of 
care and services you receive. We 
may also use this information in 
audits and fraud investigations.

Pay for your health 
services

• We can use and share 
your health information 
as we pay for your health 
services.

Example: We share information 
with the doctors, clinics and 
others who bill us for your 
care. We may also forward 
bills to other health plans or 
organizations for payment.

Administer your plan • We may share your health 
information with the 
Department of Health 
Care Services (DHCS) or 
the Centers for Medicare & 
Medicaid Services (CMS) for 
plan administration.

Example: DHCS contracts with 
us to provide a health plan, and 
we provide DHCS with certain 
statistics.

How else can we use or share your health information?
We are allowed or required to share your information in other ways — usually in ways that 
promote the public good, such as public health and research. We have to meet many conditions 
in the law before we can share your information for these purposes.
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Help with public health 
and safety issues

We can share health information about you for certain situations  
such as:

• Preventing disease.
• Helping with product recalls.
• Reporting adverse reactions to medicines.
• Reporting suspected abuse, neglect or domestic violence.
• Preventing or reducing a serious threat to anyone’s health or 

safety.

Comply with the law • We will share information about you if state or federal laws 
require it, including with the Department of Health and Human 
Services if it wants to see that we are complying with federal 
privacy law.

Respond to organ and 
tissue donation requests 
and work with a medical 
examiner or funeral 
director

• We can share health information about you with organ 
procurement organizations.

• We can share health information with a coroner, medical 
examiner or funeral director when an individual dies.

Address workers’ 
compensation, law 
enforcement and other 
government requests

We can use or share health information about you:
• For workers’ compensation claims.

• For law enforcement purposes or with a law enforcement 
official.

• With health oversight agencies for activities authorized by law.

• For special government functions, such as military, national 
security and presidential protective services.

Respond to lawsuits and 
legal actions

• We can share health information about you in response to a 
court or administrative order, or in response to a subpoena.

Comply with special laws • There are special laws that protect some types of health 
information, such as mental health services, treatment for 
substance use disorders, and HIV/AIDS testing and treatment. 
We will obey these laws when they are stricter than this notice.

• There are also laws that limit our use and disclosure to reasons 
directly connected to the administration of CalOptima Health’s 
programs.
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Information about your reproductive health
CalOptima Health is prohibited from sharing, and will not share, information about your 
reproductive health care for any of the following purposes (Prohibited Purposes) without 
your written approval. Reproductive health care includes all health care that affects your 
reproductive system and its functions and processes, for example, contraceptives, abortion and 
abortion-related services, family planning services, fertility services, and any other care, services 
or supplies related to your reproductive system.

Prohibited Purposes

To investigate or impose liability for merely 
seeking, obtaining, providing or facilitating 
lawful reproductive health care

For example, we will not release your 
reproductive health information when the 
information is requested to enforce an out-of-
state law prohibiting reproductive health care 
if that care is legal in California.

To identify a person in order to investigate 
or impose liability for merely seeking, 
obtaining, providing or facilitating lawful 
reproductive health care

For example, we will not release your 
reproductive health information when it is 
requested to identify a provider that legally 
assisted with reproductive health care services 
in California.

CalOptima Health may share information about your reproductive health for treatment, payment 
and health care operations purposes or as otherwise permitted by federal and state law if the 
release is not for 1 of the 2 Prohibited Purposes above. If we disclose your information for the 
following purposes, we will obtain an attestation from the person asking for your reproductive 
health information that says they will not use your information for the Prohibited Purposes 
above:

Health oversight activities For example, we can share information 
about your reproductive health with agencies 
responsible for overseeing health care 
activities such as investigating whether 
reproductive health care was actually provided 
or appropriately billed.

Judicial or administrative proceedings For example, we can share information about 
your reproductive health in response to a 
court subpoena when the reason for the 
request is not a Prohibited Purpose above.
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Law enforcement purposes For example, we can share information about 
your reproductive health in response to a law 
enforcement investigation related to sexual 
assault, sex trafficking or coercing minors into 
obtaining reproductive health care.

Disclosures about deceased persons to a 
coroner or medical examiner

For example, we can share information about 
your reproductive health for the purpose of 
identifying a deceased person or determining 
a cause of death.

Changes to the terms of this notice
CalOptima Health reserves the right to change its privacy notice and the ways we keep your PHI 
safe. If this happens, we will update the notice and notify you. We will also post the updated 
notice on our website.

Potential for redisclosure
Information disclosed by CalOptima Health, either authorized by you (or your personal 
representative) or permitted by applicable privacy laws, may be redisclosed by the person 
receiving your information if they are not required by law to protect your information.

How to contact us to use your rights
If you want to use any of the privacy rights explained in this notice, please write to us at:

CalOptima Health
Privacy Officer 
505 City Parkway West 
Orange, CA 92868
1-888-587-8088 (TTY 711)

Or call CalOptima Health Customer Service department at: 1-714-246-8500 or toll-free at 
1-888-587-8088 (TTY 711)

If you believe that we have not protected your privacy and wish to file a complaint or grievance, 
you may write or call CalOptima Health at the address and phone number above. You may also 
contact these agencies:

California Department of Health Care Services
Privacy Officer
C/O: Office of HIPAA Compliance 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 
Email: privacyofficer@dhcs.ca.gov
Phone: 1-916-445-4646
Fax: 1-916-440-7680

mailto:privacyofficer@dhcs.ca.gov
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U.S. Department of Health and Human Services
Office for Civil Rights 
Regional Manager
90 Seventh St., Suite 4-100
San Francisco, CA 94103
Email: OCRComplaint@hhs.gov 
Phone: 1-800-368-1019
Fax: 1-415-437-8329
TDD: 1-800-537-7697

Use your rights without fear
CalOptima Health cannot take away your health care benefits nor do anything to hurt you in any 
way if you choose to file a complaint or use any of the privacy rights in this notice. This notice 
applies to all CalOptima Health’s health care programs.

CalOptima Health OneCare (HMO D-SNP), a Medicare Medi-Cal Plan, is a Medicare Advantage 
organization with Medicare and Medi-Cal contracts. Enrollment in CalOptima Health OneCare 
depends on contract renewal. CalOptima Health OneCare complies with applicable federal civil 
rights laws and does not discriminate on the basis of race, color, national origin, age, disability 
or sex. Call CalOptima Health OneCare Customer Service toll-free at 1-877-412-2734 (TTY 711), 
24 hours a day, 7 days a week. Visit us at www.caloptima.org/OneCare.

Enclosures: 
 ● Notice of Availability and Notice of Nondiscrimination Insert (Material ID: 

H5433_25IRMM001_C)

http://www.caloptima.org/OneCare
mailto:OCRComplaint@hhs.gov
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